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Arbitrary data insertion into blockchain has been extensively used
as a public bulletin board due to its immutability. Although this data
insertion can be beneficial in some use cases, researches show that
even specific blockchains like Bitcoin already contain harmful and
potentially illegal documents, images, and links. Despite there is a
lot of attention to blockchain technology, the proposed solution for
dealing with these kinds of data insertion is far from feasible. In this
paper, we provide a historical data hiding scheme to mitigate the
influence of arbitrary data insertion. We describe a ‘burn after
reading’ mechanism for UTXO-based cryptocurrencies and present
a transaction data pruning algorithm for locally erasing inserted
data. Additionally, our scheme wouldn’t affect the liveness and
persistence and reduce the local storage size of the chain when
applied to the existing blockchain network.
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1. Modification on the Transaction
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Figure 1. Transaction Modification

We denote by t;, and ¢, the plaintext and ciphertext of the
inserted data. Before issuing a transaction in the blockchain
network, the nodes first generate the document encryption
key dk « {0,1}* randomly. Then the nodes execute t; «
Enc(dk, tp) to encrypt the inserted data. It uses asymmetric
encryption algorithm (e.g AES) with the secret key dk to
encrypt the plaintext data ¢, to obtain the ciphertext t.. The
ciphertext t. would be store in the third-party storage (e.g.
IPFS, Inter-Planetary-File-System) and get the hash link
hLink,, to the storage location. Besides, to make sure that
the plaintext and the encrypted data are identical, the
blockchain nodes need to calculate the hash of t;,. So the
inserted data should be tb: = {hLink,, hash(tp), tp}.
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Figure 2. System Model

2. Transaction Data Pruning

The following interfaces enable the nodes to access the

network and other users:
« {C', 1} « I'.updateChain: return a longer and valid chain ¢

in the network (if it exists), otherwise returns L.

« {0,1} « I'.validateChain(C): The chain validity check takes

as input a chain ¢ and returns 1 iff the chain is valid
according to a public set of rules.

+ {0,1} « I'.validateBlock(B): The block validity check takes

as input a block B and returns 1 iff the block is valid
according to a public set of rules.

* I'.broadcast(x): takes as input some data x and broadcasts

it to all the nodes of the blockchain network.
In the proposed scheme, the inserted data would only be

displayed in a period. Then, when the display time expires,
the blockchain network would execute the transaction data
pruning process to erase these inserted data. We define an
extra interface to realize the pruning function:

« {-dle,¢'19) « I'.transactionPrune : return g  rightmost

blocks of €' with pruned transaction data and g leftmost
blocks of € without any modification on the transaction data.
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Algorithm 1: transactionPrune

Input: Chain C' = (Bj,...,By) of length n, the
length of block need to excute the process q
Output: Chain consist of blocks with pruned
transactions {"~91¢C,C'l7}

1 Check "~91¢;

2 foreach Tz, ; € B; € C'I7 do

3 | if P:(Tz;;;tp) = ture then

4 Prune tp from
t := {hLinki, hash(tp),tp};

5 Calculate T'%; j saved hash With the pruned
part;

6 | else

7 | Continue

s End.
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We show the disk size required for full nodes to store the
blockchain data compared to the immutable blockchain. The
experiment was conducted on blocks of different sizes rather
than on blockchains of different sizes.

Conclusion

‘We have presented a scheme to hide historical data by pruning
the inserted data in the transaction output scripts in a
permissionless blockchain (e.g Bitcoin). As we have discussed,
there are multiple reasons why the users in the blockchain prefer
a redactable blockchain to an immutable one. The proof-of-
concept shows that our scheme is feasible, as the
implementation of our design requires a minor modification to
the current blockchain protocol. Moreover, the overhead caused
by the pruned process is negligible.
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