
Introduction

Hiding Blockchain Data

Arbitrary data insertion into blockchain has been extensively used
as a public bulletin board due to its immutability. Although this data
insertion can be beneficial in some use cases, researches show that
even specific blockchains like Bitcoin already contain harmful and
potentially illegal documents, images, and links. Despite there is a
lot of attention to blockchain technology, the proposed solution for
dealing with these kinds of data insertion is far from feasible. In this
paper, we provide a historical data hiding scheme to mitigate the
influence of arbitrary data insertion. We describe a ‘burn after
reading’ mechanism for UTXO-based cryptocurrencies and present
a transaction data pruning algorithm for locally erasing inserted
data. Additionally, our scheme wouldn’t affect the liveness and
persistence and reduce the local storage size of the chain when
applied to the existing blockchain network.
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Figure 2. System Model

2. Transaction Data Pruning

We have presented a scheme to hide historical data by pruning
the inserted data in the transaction output scripts in a
permissionless blockchain (e.g Bitcoin). As we have discussed,
there are multiple reasons why the users in the blockchain prefer
a redactable blockchain to an immutable one. The proof-of-
concept shows that our scheme is feasible, as the
implementation of our design requires a minor modification to
the current blockchain protocol. Moreover, the overhead caused
by the pruned process is negligible.

We show the disk size required for full nodes to store the
blockchain data compared to the immutable blockchain. The
experiment was conducted on blocks of different sizes rather
than on blockchains of different sizes.


