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Abstract

Proposed method

  Android system has become the main target of malicious software on 
account of its open source and popularity. The rapid growth of 
malicious software, including tariff consumption, privacy theft and 
remote control, has brought great harm to users. Therefore, the task of 
detecting malware carries great significance. This article proposes a 
framework EDMDroid based on Android permission frequency to 
detect malware. The purpose of this framework is to improve the 
detection rate by ensuring the diversity of ensemble base classifiers. 
The realization of diversity is to generate data subsets through random 
feature subspace and bootstrapping technology, then use non-negative 
matrix factorization (NMF) technology to generate new data sets on the 
basis of data subsets. The final prediction results using the integrated 
strategy voting method come from the integrated predicted results of 
the model trained by decision tree algorithm. We verified the proposed 
method on two datasets. The first dataset only extracts the permissions 
officially defined by Android (OFC dataset). The second dataset 
contains custom and officially defined permissions (CBA dataset). 
Experimental results prove that EDMDroid is an effective way for 
detecting Android malware.

1. FRAMEWORK

3. Feature Extraction
    Android uses permissions to restrict applications access and operation 
to sensitive resources. Therefore, we use the decompilation tool GDA to 
decompile the APK file, GDA is a new C++-based reverse analysis tool 
for Android, can extract the requested permissions for samples. But the 
permissions we extracted are not represented by binary numbers (0 and 
1 respectively indicate whether the permission is requested),Expressed 
by frequency. For example: In the Manifest file, the user-permission tag 
declares the READ_LOGS permission, and other components also 
declare the permission, so the frequency of the permission is the number 
of times it appears in the Manifest file. Using the frequency of 
permissions as a feature can highlight the importance of permissions. 
For example: INTERNET permission almost every application requests, 
but the frequency of each application request is different. If it is purely 
expressed in binary, each application requests permissions , which is no 
difference, and the frequency of the permissions can make the 
difference of characteristics more obvious. Therefore, after decompiling 
the application, we obtain the Manifest file of the application, analyze 
the Manifest file, and extract the permissions declared by the user-
permission. At the same time, all the permissions requested by the 
components in the Manifest are also extracted. Finally, we extracted the 
frequency of all permissions as features to detect Android malware

4. Constructing the training set for learner

Experiment
1.Dataset
1)OFA data set 
We first collected 166 permissions from the documentation of 
Android developers as the official standard for defining permissions. 
As long as it is officially defined, we will keep it, and delete other 
permissions, and finally get a data set with only officially defined 
permissions. This data set has 145 features (permissions)
2)CBA data set 
We take into account the permissions defined by the APP itself. If 
there is no call between applications, the permission will only be 
requested once. This will cause the redundancy of features to affect 
the classification effect, Therefore, we delete the permission with a 
frequency of 1, and finally get a data set combining the official 
permissions and the permissions defined by the APP itself. This data 
set has 367 features.
Both datasets have 1994 malicious samples and 841 benign samples

  To resist Android malware, we collected the most recent samples to 
form a new data set and extract the frequency of sample request 
permission as a feature. We proposed the EDMDroid framework, 
which increases the diversity of base classifiers by using random 
feature subspace and bootstrapping sample technology. At the same 
time, non-negative matrix factorization (NMF) is performed on each 
subset. The new data set was obtained by multiplying the rotation 
matrix of each subset with the training set. In this paper, experiments 
have proved that the official defined permissions and user-defined 
permissions can better detect Android malware.
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2. Implementation process
  In order to achieve the diversity of base classifiers to better detect 
Android malware, referring to the algorithm of rotating forest, rotating 
forest is the dimensionality reduction of the data set through Principal 
Component Analysis (PCA).Based on the characteristics of PCA ,which 
allowing negative decomposition and linear dimensionality reduction, 
we use NMF to replace PCA, compared with PCA, NMF has two 
advantages, the first advantage is non-negativity, which can make data 
more effective. Of course, the author who proposed NMF believes that 
non-negativity will cause sparseness and that non-negativity will cause 
the calculation process to enter partial decomposition, resulting in a 
reduction in calculation time. The second advantage is the stronger 
ability of nonlinear fitting. Therefore, this article proposes a new 
framework EDMDroid, the original data set is five-fold cross-validated, 
and then a data subset is generated through feature subspace and 
bootstrapping sample technology, and then a new data subset is formed 
after each data subset is subjected to non-negative matrix factorization. 
Since ensemble learning is to combine multiple weak learners through a 
certain integration strategy to get a better learner, with the widespread 
application of ensemble learning, this paper introduces ensemble 
learning methods in order to improve the performance of Android 
malware detection. After the new data subset is formed, the model is 
trained through the decision tree method, and the obtained prediction 
results are integrated by voting to obtain the final prediction results.
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Conclusion

2.Experiment Result
    

Fig 1.EDMDroid framework
  The results of the first set of experiments are in the OFA data set 
and the CBA data set.The experimental results show that the official 
permissions and the permissions defined by the APP can indeed 
improve the performance of malware detection.

  The second set of experiments is to use the EDMDroid framework for 
the OFA and CBA data sets. It can be seen from TABLE that the 
results obtained in the CBA data set are better than the results in the 
OFA data set.so prove again that the combination of officially defined 
permissions and APP's own defined permissions can indeed improve 
the performance of malware detection. on the same data set, the effect 
of the subset processed by the NMF method is better than the subset 
processed by the PCA method. It proves that the EDMDroid 
framework is an effective method for malware detection.
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